Fall 2014

CODEBREAKERHALLENGE 2.0




Challenge Scenario

O ! ihternational terrorist or

ganization has recently

revised the operational security (OPSEC) procedur

used to communicate with t

nelir members In the fiels

We have recovered a program that we believe Is

being used to covertly senc

encrypted messages. (

the surface, the program appears to simply check tl

weather forecast in a few ci

ties, but we believe thet

IS more to the program than meets the eye. Your
mission Is to figure out how to execute the covert
functionality, reversengineer the encryption
algorithm, create a decryption program, and lastly
figure out a way to decipher a message that was
captured from a highkalue targe8 o



The Challenge

A There are 4lifferent levels or "tiers" to this
challengeproblem

Tier 1: Determine how to execute the hidden
functionality

Tier 2: Bypass an authentication check
Tier 3: Create a decryption program
Tier 4: Decrypt message from a hiylalue target

A Each tier gets progressively harder and builds
off lower tiers




The Challenge (cont.)

A The program will provide you with directions
for where to send an encrypted emalil after
you complete Tier 3

Please use your gduaddress so we know you are
a student

You will then be sent the encrypted message for
Tier 4

A Solutions are due by the end of 2014



Getting Started

A2 AOEAx OEA O' AOOET C
CodebreakeChallenge document
A Downloadthe IDADemo from HexRays

https://www.hex
rays.com/products/ida/support/download _demo.h
tml

A Try running the program with different
options and observe its behavior

A Disassemble and start analyzing the binary
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https://www.hex-rays.com/products/ida/support/download_demo.html

Reverse Engineering TIps

A Examine strings in the binary using IDA

Look for clues that relate to the functionality you are trying
to find / reverse

Utilize IDAxrefsto find code that references the string(s) of
Interest

Utilize symbols (e.g., function names) to help determine
what a section of code does

A Try setting debugger breakpoints to help RE code

Singlestep after hitting a breakpoint and see how the
values In registers/memory change

Look for the result of interesting computations. You can
sometimes get the data you need from memory

A Leverage online resources,g.,Intelmanuals, RE
lectures, etc. for help on reverssngineering



Reverse Engineering TIps

A Optimizing compilers sometimes generate
strange looking code for simple operations

A In this challenge, you will encounter one such
optimization during Tiers 2 4

A To save you some time/frustration, we will
walk through an example and explain the
math behind the optimization



What does this code do?

mov edx, OXAC769185// edx= OxAC769185

MOV eax ecx
imul edx

/[ ecx= input value
/I edx:eax=eax* edx

leaeax [edx+ecx*0x1]// eax=edx+ecx

mov edx, eax
saredx, 0x6

MOV eax, ecx
sareax Ox1f

mov ebx, edx
subebx, eax

mov eax, ebx

imul eax, eax, Ox5f
mov edx, ecx
subedx, eax

/[ edx=eax

/[ arith right shift; edx=edx>> 0x6
/[l eax=ecx

Il eax=eax>> 0x1f (31)

/] ebx=edx

/] ebx=ebx- eax

/] eax=ebx

Il edx:eax=eax* 0x5f (95)
/l edx=ecx

/[ edx=edxz eax

/[ edxis the final result



Signed Division and Remainder

A The code computesdx=ecx% 95

A Why multiply by OXxAC769185 and where did that
number come from?

Division is a time consuming operation

When the divisor is a constant, the compiler can
optimize the computation

Ve Ve 7 L d ~ L4 ~ LI

A4AEA AAOEA OOEAE EO Ol
(~ 24d) and extract the leftmost 32 bits of the
product

A The followingsite computeshese numbers for
you: http://www.hackersdelight.org/magic.htm



http://www.hackersdelight.org/magic.htm

Signed Division and Remainder

A ForwordsizeW oand divisod, 2 d

C , we wish to find the least integen and
p such that:
— :Hforo n ¢ E)
— p:Hfor C n P (1b)

with0O m ¢ andp
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Signed Division and Remainder

A4 EA OI ACEMusédihitha dutiply
Instruction Is given by:
ah Q® a ¢

a ¢ hQ® a cC

A Because (1b) must hold for  'Ch

0

{—‘ p  phwhich implies
— P (2)
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Signed Division and Remainder

A Let¢ be the largest value af such that

rem(E , d) =d-1.

s |
Q

¢ i

It can be calculated from:
Z A p
Qxk H) p o

A Because (1a) must hold for €

— o

(4)
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Signed Division and Remainder

A Combining (4) with (2) gives:
— « (5)

A Becausél is to be the least integer satisfying

(5), It Is the next integer greater than:
h

a =l e ®
c &€ Q 1 Q@ Y (7)
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Signed Division and Remainder

A Algorithm to find0 and shift amount from'Q
Compute€ using (3)
Solve fom by trying successively larger values,
starting atw , until satisfying the inequality in (7)

When the smallesfy w satisfying (7) is found,
a is calculated from (6)

The shift amount is computed as: N

L is simply a reinterpretation ail as a signed
Integer

14




64- bit Data Types

Consider the following program:

EI
one
two

three
four

five

SIX ,
printf( , one + two, three + four, five + six);
return ;

}

15



64- bit Data Types  Z x86 64

Part 1: Move values onto the stack

mov BYTE PTR [rbx2],

mov BYTE PTR [rbox1],

mov DWORD PTR [rbpxc],
mov DWORD PTR [rbpx8],
mov DWORD PTR [rbpx20],
mov DWORD PTR [rbpx1c];
mov DWORD PTR [rbpx18],
mov DWORD PTR [rbx14],




64- bit Data Types

Z X386 64

Part 2: Load into registers and compute

mov
mov
lea
mov
mov
add

rax, QWORDPTR [rbp0x18]
rdx, QWORDPTR [rbp0x20]
rex [rdx+raxl]
eax,DWORDPTR [rbp0x8]
edX,DWORDCPTR [rbp0Oxc]
edx,eax

movsx esi,BYTEPTR [rbpOx2]
movsx eaX,BYTEPTR [rbpOx1]

add

esl,eax

/l In rax
// inrdx

[l rex=rax+rdx*1

// In eax

/] In edx

/[ edx=edx+eax

// In esi

/l INn eax

/] esi=esi+ eax

17



64- bit Data Types  Z x86

No 64-bit registersL

five =
SIX =

, AO6O | AEA -itnes!l OE xEC
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64- bit Data Types  Z x86

Part 1: Move values onto the stack (same as x86 64

mov BYTE PTR [ebf],

mov BYTE PTR [ebg],

mov DWORD PTR [ebf],
mov DWORD PTR [ebf2],
mov DWORD PTR [ebg4],
mov DWORD PTR [ebf0],
mov DWORD PTR [ebf32],
mov DWORD PTR [el38],
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64- bit Data Types

Z X86

Part 2. Load into registers and compute

mov
mov
add
adc
8
mov
add
8

eax,DWORDPTR [ebp32]
edx,DWORDPTR [ebp28]
eax,DWORDPTR [ebp24

edx,DWORLOPTR [ebp20]

eax,DWORDPTR [ebpl2]
eax,DWORDPTR [ebp8]

movsx edx,BYTEPTR [ebpl]
movsx eax,BYTHEPTR [ebp2]
lea eax[edx+ea}

/l INn eax

/! In edx

/| eax=eax+

/[l edx=edx+ + CF
/! In eax

/| eax=eax+

/l In edx

/l INn eax

/[l eax=edx+eax*

20



Questions
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Technical Walkthrough

A OriginalCodebreaketChallenge
Released during Fall 2013

Reverseengineering / crypt challenge
Program promptedor a password
AES key is derived from SHA256 hash of password

AESencrypted blob w/ instructions for how to submit the
solution stored in the executable

To verify the correct password was entered, the derived key Is
used to compute an HMAC of the encrypted blob

If HMAC is correct, the blob is decrypted, revealing
Instructions.

Weakness of the design is in the kdgrivation function
| Only first 2bytes of SHA256 hash matter
| Easy to brute force

22




Running the program

B

Command Prompt - CodeBreaker.exe
tschallenge >

tschallenge >

tschallenge >

tschallenge >

tschallenge*

tschallenge >

tschallenge >

tschallenge >

:~challenge

tschallenge >

tschallenge >

tschallenge >

tswchallenge >CodeBreaker.exe

elcome to the HSA Codebreaker Challenge?

o win the challenge,. vou must he the first to decrypt the code

protected by the password. You are free to use any means at your

Aizposal to reverse—engineer andAsor modify this binary in order to discover

he encryption key. Instructions for submitting your solution will bhe *revealed’
hen you are successful...good luck?

Enter Password:




Running the program (2)

Command Prompt

tschallenge >
tschallenge >
tschallenge >
tschallenge >
t~challenge >
tschallenge >
tschallenge >
tschallenge >
tschallenge
tschallenge *CodeBreaker.exe

elcome to the NSA Codebreaker Challenge?

o win the challenge, you must he the firzst to decrypt the code

rotected hy the password. You are free to use any means at your

ispozal to reverse—engineer andsor modify this bhinary in order to discover

he encryption key. Instructions for submitting vour solution will be 'revealed’
hen you are successful...good luck?

nter Password: password
ACCESS DEMIED

C:schallenge >




Disassemble

A Disassemble th€odebreakebinary

If asked whether you want to use Proximity View
Click no
Use graph view

25



Disassemble (2)

Load an

Load file C:\challenge\CodeBreaker.exe as
Portable executable for 80386 (PE) [pe.ldw]

Processor type

|MetaPC (disassemble all opcodes) [metapc] v |

Analysis
Loading segment | 0x00000000
7| Enabled

Loading offset | 0x00000000 V| Indicator enabled

Options

Kernel options 1

| Load resources

V| Rename DLL entries

Manual load Kernel options 2

V| Create imports segment Processor options

Z Output window Create FLAT group

vyLes paycs ucsCrApcaon

352256 43 allocating memory for b-trgf C--drectory C:\Windows

352256 43 allocating memory for virt N
262144 32 allocating memory for name [ ok ][ cancel |[ rep

9266656 total memory allocated

Loading processor module C:\Program Files (x86)\IDA Demo 6.6\procs\pc.w32 for metapc...OK
Autoanalysis subsystem has been initialized.
Possible file format: Portable executable for 808386 (PE) (C:\Program Files (x86)\IDA Demo 6.6\loaders\pe.ldw)

[ mc |
L ¢




| Disassemble (3)

IDA - Ci\challenge\CodeBreaker.ex
File Edit Jump Search View Debugger Options Windows Help

SH e BmE S ) o DO Aol A X > OOt -] %)
 ______ o I

Library function Data [l Regular function Unexplored Instruction External symbol
E Functions window O & x = IDA View-A E] @ Hex View-1 @ Structures L§3 Enums = Imports E. Exports

Function name 'S

sub_401000
_main

sub_401310
sub_4013B0
sub_401450
sub_4014E0
sub_401620 ] il =]
sub_401670
sub_401D30
sub_4010C0 ; httributes: bp-based frame

sub_401FED . o
sub_402340 l; int _ cdecl main(int argc, const char *xargu, const char xxenup)
sub_4028F0 “main proc near

var_2D8= dword ptr -2D8h
i var_2D4= dword ptr -2D4h
var_2D8= dword ptr -2DBh
var_2CC= dword ptr -2CCh
i, Graph overview var_2C8= dword ptr -2C8h
: : var_2C4= dword ptr -2Chh
var_2C8= dword ptr -2C8h
var_2BC= dword ptr -2BCh
var_2B8= dword ptr -2B8h
var_2B4= dword ptr -2BL4h
var 2?RA= dwnrd ntr -2RAh
100.00% (2,-123) (989,370) 00000470 00401070: _main

7
7
7
7
7
7
7
7
7
7
7
7
7
7
F:

E Output window

cunpLiinyg riiy LATrTuoygrdm rides LACUSAIVH UEy U Uviueonivdu . 1ue - . -
Executing function ‘OnLoad’...

IDA is analysing the input file...

You may start to explore the ipput file right now.

Type library 'vcéwin' loaded. Applying types...

Types applied to B names.

Using FLIRT signature: Microsoft VisualC 2-11/net runtime
Propagating type information...

Function argument information has been propagated

The initial autoanalysis has been finished.

IDC

Disk: S539GB




Observe Strings

A Observe the strings that show up in IDA
Click Views>Open Subviews>Strings

You should see the strings that are displayed when
you run the program

Welcome to the NSA Codebreaker Challenge!
[ 2 RAYy 3 XX

To win the challenge, you must be the first to decrypt the code

protected by the password. You are free to use any means at your

disposal to reversengineer and/or modify this binary in order to discover

0KS SYONRLIIAZY (Seéeod LyadNHzO0A2ya F2N &d:z
GKSY @2dz I NB &adz00S&aafdzZ X322R f dzO1 H

Enter Password:
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|  Observe Strings (2)

IDA - Ci\challenge\CodeBreaker.exe
File Edit Jump Search | View | Debugger Options Windows Help
ﬁ Hie~r=-~ a&n Open subviews

Toolbars

Quick view

Disassembly

Library function pata i Proximity browser

Calculator.. B
Full screen F11

Graph Overview

Ed
O E X

E Functions window Hex dump = Imports E Exports

Function name

sub_401000
_main

sub_401310
sub_4013B0
sub_401450
sub_4014E0
sub_401620
sub_401670
sub_401D30
sub_4010C0
sub_401FED
sub 402340
sub_4028F0

Exports
Recent scripts Alt+F9 Imports

MNames Shift+F4
Functions Shift+F3

Strings Shift+F12

Database snapshot manager... Ctrl+Shift+T

Print segment registers Ctrl+Space

~E 3%
¢ & &l 8

Print internal flags F

Segments Shift+F7

Hide Ctrl+Numpad+-
) ~ Segment registers Shift+F8
Unhide Ctrl+ Numpad++
Hide all

Unhide all

Selectors

Signatures Shift+F5 char =xargu, const char =xenup)
Type libraries Shift+F11

Kl £

Delete hidden area

Setup Tden items... A| Structures Shift+F9
m 3 |' LLE | g

var 4lE] Enumerations Shift+F10
var_: Local types Shift+F1
,lfg, Graph overview var_1 Ij

UaI‘_E [ Cross references
var_}

var 4 Function calls
var_i _

var_i[[=| Notepad

uvar
Probl
100.00% (2,-123) (91,6) 00000470 00@ roblems

7
7
7
7
7
7
7
7
7
7
7
7
7
7
F

il BN [EE e

i

E Output window

cunpLiinyg riiy LATrTuoygrdm rides LACUSAIVH UEy U Uviueonivdu . 1ue - . -
Executing function ‘OnLoad’...

IDA is analysing the input file...

You may start to explore the ipput file right now.

Type library 'vcéwin' loaded. Applying types...

Types applied to B names.

Using FLIRT signature: Microsoft VisualC 2-11/net runtime
Propagating type information...

Function argument information has been propagated

The initial autoanalysis has been finished.

| mc |

Open strings window




| Observe Strings (3)

IDA - Cichallenge\CodeBreaker.exe
File Edit Jump Search View Debugger Options Windows Help
St H e B B ) o A k@ F - m X[ P @ O [Nodebugoer -] %@ @
Library function Data [l Regular function Unexplored [ Instruction External symbol

EFuncﬁons window O & x E IDA View-A @Sh’ings windowD @ Hex View-1 @ Structures |_§3 Enums E| Imports E_-»a Exports

Function name * || Address Length Type  String

sub_401000 rdata:004117F7 00000005 \ab\thnty

_main rdata:00411810  0000005F IEE%E () +,-./0123456789:; < = > T@ABCDEFGHUKLMNOPQRETUVWIYZ[\\]*_ABCDEFGHLIK...
sub_401310 rdata:004118F6 00000005 \a\b\tinty

sub_4013E0 rdata:0041190F  0000005F IEE%E ()*+,-./0123456780:; < = > T@ABCDEFGHUKLMNOPQRETUVWXYZ[\\ ] _abcdefghijkim...
sub_401450 rdata:00411980 00000036 Welcome to the NSA Codebreaker Challenge!\n\nLoading...

sub_4014E0 rdata:004119B88 00000005 .An

sub_401620 rdata:004119C8 00000041 To win the challenge, you must be the first to decrypt the code\n

sub_401670 rdata:00411410 00000042 protected by the password. You are free to use any means at your\n

sub_401030 rdata:00411A58 00000040 disposal to reverse-engineer and/or modify this binary in order to discover\n
sub_4010C0 rdata:00411A48 00000052 the encryption key. Instructions for submitting your solution will be ‘revealed"in
sub_401FED rdata:00411AFC 00000027 when you are successful...good lucklin\n

sub_402340 rdata:00411824 00000011 Enter Password:

sub_4028F0 rdata:00411B38 00000009 F32[*nhr]

rdata:00411B44  0000000F ACCESS DENIEDYn

rdata:00411C62 00000006 S0\EMN B,

rdata:00411CE2 00000005 AQNbIT

rdata:00411E8E 00000000 =B BILZEGIATT~

rdata:00411EBE 00000005 S11b?

rdata:00411ECE 00000005 e#fr

rdata:00411F08 00000005 t,X

rdata:00411F0F 00000005 4-'30 B\ BE

rdata:00411F24 00000005 M;va

rdata:00411F2F 00000006 HIR=

Linel of 216

| | o o [ o o o o o o o

|

7
7
7
7
7
7
7
7
7
7
7
7
7
7
F

M

(|&

[
5
m
-
[=]
=}
a
g
L
(|&

]

(|&

i, Graph overview

A |2

o7 ¢

] |
][]

OO OO0 0000000000000 0000

N |

E Output window

cunpLiinyg riiy LATrTuoygrdm rides LACUSAIVH UEy U Uviueonivdu . 1ue - . -
Executing function ‘OnLoad’...

IDA is analysing the input file...

You may start to explore the ipput file right now.

Type library 'vcéwin' loaded. Applying types...

Types applied to B names.

Using FLIRT signature: Microsoft VisualC 2-11/net runtime
Propagating type information...

Function argument information has been propagated

The initial autoanalysis has been finished.

IDC

Disk: S539GB




ACCESS DENIED

A$T OA1T A Al EAE 11 \OEA
string

This takes you to the data section of the binary
where the string Is stored

A To the right of the string are cross references
to this address (show up as DATA XREF In
1DJAY

A Press ctrx to pull up a croseeferences
window; you will see two different references

31
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| ACCESS DENIED (2)

IDA - Ci\challenge\CodeBreaker.exe

File Edit Jump Search View Debugger

fRHie-a-'HEEG S 3 o @O

Library function Data [l Regular function

EFuncﬁons window O & x

Function name 'S

7] sub_401000
_main
sub_401310
sub_4013B0
sub_401450
sub_4014E0
sub_401620
sub_401670
sub_401D30
sub_401DCO
sub_401FED
sub_402340
sub_4028F0
sub_4029E0
sub_403000
sub_403060
sub_403140
sub_404160
sub_4041F0
sub_4043B0
sub_404420
sub_4044.40
sub_406510
sub_4065E0
__security_check_cookie(x)
_wscanf
_scanf
sub_4067FB
__initstdio

M

E Output window

Unexplored [ Instruction

3 maview-a B

Windows Help

@ Strings window

off mlf @ F - @ X' > [ O Nodebugger - @) @

External symbol

E_-‘E Exports

@ Hex View-1 IE Structures |_§3 Enums |‘_>E| Imports

-rdata:86811AFC
-rdata:86811AFC
-rdata:86811AFC
.rdata:86411B23
.rdata:88411B24
.rdata:88411B24
-rdata:86411B35
.rdata:86411B38
.rdata:88411B38
.rdata:86411B38
.rdata:088411B11
.rdata:88411B4L
.rdata:08411B44
.rdata:88411B4L
.rdata:08411B53
.rdata:88411B54
rdata:ee411B54
.rdata:B86411B58
.rdata:86411B5C
.rdata:88411B68
.rdata:88411B64
.rdata:86411B68
-rdata:86411B6C
.rdata:88411B78
.rdata:88411B74
.rdata:08411B78
.rdata:88811B7C
.rdata:08411B8A
.rdata:88411B8L4
.rdata:08411B&8
.rdata:86411BBC
.rdata:ee411B90
.rdata:88411B%4
.rdata:86411B98
.rdata:86411B9C

00010144 00411B44:

aWhenYouAreSucc db ‘when you are successful...good luck?',BAh

db Bah,8
align &4
; char aEnterPassword[]
aEnterPassword db 'Enter Password: ',8
align 4
; char a32[]
a32 db '%32["',04h
db 6Dh,']",8
align 4
; char afccessDenied[]
afccessbenied db "ACCESS DENIED',8Ah,8

align &4

; char as[]

as db “%s°,8nh,0
dword_411B58 dd BD72BAEZ22h
dword_411B5C dd 42BA2F98h
dword_411B6 8 dd 23EFG5CDh
dword_411B64 dd 71374491h
dword_411B68 dd BEC4D3B2Fh
dword_411B6C dd BBS5CBFBCFh
dword_411B78 dd 8189DBBCh
dword_411B74 dd BEYBSDBASh
dword_u11B78 dd BF348B538h
dword_411B7C dd 3956C25Bh
dword_411B88 dd BB6A5DB1%h
dword_411B84 dd 59F111F1h
dword_411B88 dd BAF194F9Bh
dword_411B8C dd 923F82ALh
dword_4%11B90 dd 8DAGDE118h
dword_411B%4 dd BAB1CSEDSh
dword_411B98 dd BA3830242hH
dword_411B9C dd BDBB7AAYEN

-rdata:alccessDenied

The initialdautoanalysis has been finished. ~
IDC

AU: idle Down Disk: S539GB




| ACCESS DENIED (3)

IDA - Ci\challenge\CodeBreaker.exe
File Edit Jump Search View Debugger Options Windows Help

SH e-3- HB@mE & 3 o B0 aigeF-F e X P DO Nodebuger - @) @
_____ B I

Library function Data [l Regular function Unexplored [ Instruction External symbol

EFuncﬁons window O & x DA View-A [ |‘.__--',-'|Sh'ings window @ Hex View-1 IE Structures |_§3 Enums |‘_>E| Imports E_-‘E Exports

- .rdata:B864811AFC aWhenYouAreSucc db ‘when you are successful...good luck?',BAh
=7 cub 401000 -rdata:@8y11aFcC f d
sub. .rdata:ees11AFC db 6Ah,8
_main .rdata: 08411823 align 4 Referenced at
sub_401310 .rdata:88411B24 ; char aEnterPassword H
sub_401360 .rdata:B8a411B24 aEnterPassword db 'El[ﬂ]:er Password: ' _main+7/E
sub_401450 .rdata: 08411835 align 4
sub 4014E0 .rdata:B868411B38 ; char a32[] .
wub 401620 .rdata:06411B38 a32 db '%32["",8Ah
- .rdata: 06411838 db 6Dh,']',8
sub_101670 .rdata:@6u11B41 align 4
sub_401D30 -rdata: 88411844 ; char afccessDenied[]
sub_4010C0 .rdata:@0411BL44 afccessDenied  db *ACCESS DEMIED',BAh,8
sub_401FEQ .rdata: 0041144
sub_40234A0 -rdata:@8411653 align &4
sub_4028F0 -rdata:ee411E54 ; char as[]
<ub 4020E0 .rdata:@es11B54 as db *%s',8Ah,8
- .rdata:@0411B58 dword_411B58 dd BD728AE22h
sub._403000 .rdata:00411B5C dword 411BSC  dd 428A2F98h
sub_403060 .rdata: 06411868 dword 411868  dd 23EF65CDh
sub_403140 .rdata:B6411B64 dword_411B64 dd 71374491
sub_404160 .rdata:e0411B68 dword_411B68 dd BEC4D3B2Fh
sub_4041F0 .rdata:00411B6C dword_411B6C dd BB5CBFBCFh
sub 4043B0 .rdata:00411B76 dword_411B78 dd 8189DBBCh
<ub 404430 .rdata:00411B74 dword_411B74 dd BE9BSDBASHh
wub 404440 .rdata:B86411B78 dword_411B78 dd BF348B538h
- .rdata:@0411B7C dword_411B7C dd 3956C25Bh
sub_106510 _.rdata:00411B86 duord_411B88  dd BB6B5DB10R
sub_4065E0 .rdata:Bo411B84 dword_411B84 dd 59F111F1h
_security_check_cookie(x) .rdata:oe411688 dword_411B88 dd BAF194F9Bh
_vscanf .rdata:@0411B8C dword_411BSC dd 923F82a4h
scanf .rdata: 86411896 dword_411B90 dd 8DAGDS118h
ub 4067FR .rdata:00411B9% dword_411B94 dd BAB1CSEDSh
- .rdata:00411B98 dword 411898 dd BA3036242h
.rdata:@0411B9C dword_411B9C dd B8D8O7AA9SH

Function name

__initstdio

M

00010144 00411B44: .rdata:alccessDenied

E Output window

The initialdautoanalysis has been finished. ~
IDC

AU: idle Down Disk: S539GB




Double - click Reference

A You should now be looking at disassembled
X86 code
We just leveraged the fact that in order to print
the ACCESS DENIED message to the screen, the
code had to reference the address in the data

section of the program where the string was
stored.

A Using xrefs in IDA is a quick and easy way to
find interesting code sections

34




| Double- click Reference (2)

IDA - Ci\challenge\CodeBreaker.exe
File Edit Jump Search View Debugger Options Windows Help

fHie-a- HEE S 3 o DO ofaetF-F e X > D O [Nodebuge SRGIEIHE N ol s
e B I

Library function Data [l Regular function Unexplored Instruction External symbol

EFuncﬁons window O & x IE DA view-A [ |‘.__--',-'|Sh'ings window @ Hex View-1 @ Structures La Enums =] Imports é’a Exports
nov [esp+ZD8h+var_L], eax
Xor eax, eax
sub_401000 = push ebx
_main push esi
sub_401310 Xor ebx, ebx
<ub 4013B0 push BEFh ; size t
B mou esp+2E4h+var 13B], eax
sub_401430 mnov EesB+2Ehh+uar:13?}, eax
sub_1014E0 [esp+2E4h+var_133], eax
sub_401620 [esp+2E4h+var_12F], eax
sub_401670 [esp+2E4h+var_12B], eax
sub_401D30 [esp+2E4h+var_127], eax
sub 4010C0 [esp+2E4h+var_123], eax
<ub 401FED [esp+2Esh+var_11F], eax
cub 402340 eax, [esp+2Ekh+var F7]
sub_4028F0 s’;: tg;d N
sub_4029E0 [esp+2ECh+var_13C], bl
sub:_403000 [esp+2ECh+uar_F8], bl
sub_403060
sub_403140 sub_4818808
sub 404160 offset aEnterPassword ; "Enter Password: ™
sub_4041F0
sub_4043B0
sub_404420

ol ARAA AR
M

Function name 'S

ec®, [esp+2F@h+var_13C]
BCH
offset a32 -+ VA RV AV

Kl
Kl
Kl
7
7
7
7
7
7
7
Fd
Fd
Fd
Fd
Fd
Fd
Fd
#
7
7
7
=

eax, [esp+2F8h+var_13C]
esp, 18h
8, Graph overview edx, [eax+1]

Linel of 235

100.00% (9,717) (961,306)

E Output window
The initialdautoanalysis has been finished. ~
IDC

Disk: S539GB




Explore Code Block

A Explore the code block preceding the access
denied MeSSag@se: you can dousieick call siatements tovisit the funciion body)
A You will see routines to:
print the initial welcome screen,
prompt the user for the password and
compute the password length
A4EA AOAT AE A&l O O! ## %-
when the strlen of the password is O.
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| Explore Code Block (2)

IDA - Ci\challenge\CodeBreaker.exe
File Edit Jump Search View Debugger Options Windows Help

fHie-a- HEE S 3 o DO ofaetF-F e X > D O [Nodebuge SRGIEIHE N ol s
e B I

Library function Data [l Regular function Unexplored Instruction External symbol

EFuncﬁons window O & x IE DA view-A [ |‘.__--',-'|Sh'ings window @ Hex View-1 @ Structures La Enums =] Imports é’a Exports
nov [esp+ZD8h+var_L], eax
Xor eax, eax
sub_401000 = push ebx
_main push esi
sub_401310 Xor ebx, ebx
<ub 4013B0 push BEFh ; size t
B mou esp+2E4h+var 13B], eax
sub_401430 mnov EesB+2Ehh+uar:13?}, eax
sub_1014E0 [esp+2E4h+var_133], eax
sub_401620 [esp+2E4h+var_12F], eax
sub_401670 [esp+2E4h+var_12B], eax
sub_401D30 [esp+2E4h+var_127], eax
sub 4010C0 [esp+2E4h+var_123], eax
<ub 401FED [esp+2Esh+var_11F], eax
cub 402340 eax, [esp+2Ekh+var F7]
sub_4028F0 s’;: tg;d N
sub_4029E0 [esp+2ECh+var_13C], bl
sub:_403000 [esp+2ECh+uar_F8], bl
sub_403060
sub_403140 sub_4818808
sub 404160 offset aEnterPassword ; "Enter Password: ™
sub_4041F0
sub_4043B0
sub_404420

ol ARAA AR
M

Function name 'S

ec®, [esp+2F@h+var_13C]
BCH
offset a32 -+ VA RV AV

Kl
Kl
Kl
7
7
7
7
7
7
7
Fd
Fd
Fd
Fd
Fd
Fd
Fd
#
7
7
7
=

eax, [esp+2F8h+var_13C]
esp, 18h
8, Graph overview edx, [eax+1]

Linel of 235

100.00% (9,717) (961,306)

E Output window
The initialdautoanalysis has been finished. ~
IDC

Disk: S539GB




| Explore Code Block (3)

IDA - Ci\challenge\CodeBreaker.exe
File Edit Jump Search View Debugger Options Windows Help

SH a2 Bl B 3 o DO ddw St L X > OOk o) u@ @
e o I

Library function Data [l Regular function Unexplored [ Instruction External symbol

EFuncﬁons window O & x IE DA view-A [ |‘.__--',-'|Sh'ings window @ Hex View-1 IE Structures |_§3 Enums =] Imports E_-»a Exports
e atuar_ 4], eax
- _

Function name

sub_401000 =

_main

sub_401310

sub_4013B0 [ oEuh 138]
. esp+ +yar ,

sub_401450 -

- [esp+2E4h+var_137], o H
cub_4014ED SLIEEHOMEA Initializes 33
sub_401620 [esp+2E4h+uar_12F],

sub_401670 [esp+2Esh+var_12B], byte buffer to

sub_401D30 [esp+2EL4h+var_127],

sub_401DC0 [esp+2E4h+var_123],

sub_401FEQ : [esp+2E4h+var_11F], Zero.
sub_402340 SRS -

sub_4028F0 > ; A0

sub_4029ED mou [esp+2ECh+uar_13C], bl

sub_403000 . or o

sub_403060 call

sub_403140 call sub_4818808

sub_404160 push offset abEnterPassword ; "Enter Password:
sub_4041F0 call

sub,_4043B0 lea ecx, [esp+2FBh+var_13C]

push ecx
sub_4g4420n push offset a32 Hila = FA U
=t call
: lea eax, [esp+2F8h+var_13C]
Linel of 235 add esp, 18h

8, Graph overview lea edx, [eax+1]

Kl
Kl
Kl
7
7
7
7
7
7
7
Fd
Fd
Fd
Fd
Fd
Fd
Fd
#
7
7
7
=

100.00% (9,717) (961,306)

E Output window
The initialdautoanalysis has been finished. ~
IDC
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Explore Code Block (4)




